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1.1. Introduction

Akka actively manages risks associated with data loss by defining a sound and tested backup regime for all data ser-
vices.

The purpose of this policy is to minimize security and business continuity risks associated with data loss by defining a
reliable backup regime and also to:

e Define and apply a clear backup and restore standard for all corporate information systems.a
¢ Define backup and recovery standards per data prioritization.a

e Prevent data loss in the case of accidental deletion or corruption of data, system failure, or disaster.

1.2. Scope

This policy applies to all information systems owned or operated by Akka. It also applies to the entire I'T infrastruc-
ture of Akka and all employees, contractors, and third-party vendors, who have access to Akka and may be bound by
contractual agreements. Some managed services provide backup management as part of the managed service, in which
case that service is out-of-scope for this policy.

1.3. Referenced Policies

1. Disciplinary Policy

1.4. Referenced Frameworks and Standards

1. EBA Guidelines on ICT and Security Risk Management
2. ENISA European Union Common Criteria for Cybersecurity Certification
3. Health Insurance Portability and Accountability Act

4. ISO/IEC 27001/27002: Information Security, Cybersecurity and Privacy Protection - Information Security Con-
trols

5. NIST CyberSecurity Framework 2.0

1.5. Backups and Restoration

Our approach to backups and the restoration of backups.

1.5.1. Information Backup

Akka maintains and regularly tests backup copies of Akka information, software, and systems in accordance with the
Backup and Restoration Policy. Akka commits to retaining backups of all essential internal systems on approved cloud
platforms, enforcing documented retention and recovery-point objectives, and validating restorability through scheduled
restoration drills.

1.5.2. Data Backup Management

Akka creates, encrypts, replicates, and periodically restore-tests backups of AAO control-plane data, customer work-
load state, and Gworkspace records so that data loss from an incident, deletion, or regional outage can be recovered
within agreed objectives. Backup configurations are managed as IaC and continuously monitored for drift.
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1.6. Compliance

For Akka employees, failure to comply with this policy may result in progressive discipline up to and including dis-
missal. For non-Akka employees and contractors, failure to comply may result in removal of the individual’s ability to
access and use Akka data and systems. Employers of non-Akka employees will be notified of any violations.

For Public Distribution



Glossary

AAO Akka Automated Operations - a managed platform deployed within a customer VPC that fully automates and
supports production-grade, self-clustering and elastic agentic services built with the Akka SDK.. 1

IaC Infrastructure as Code - The practice of defining, provisioning, and managing computing infrastructure through
version-controlled machine-readable configuration files, enabling repeatable, auditable infrastructure changes.. 1
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